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Facts About Children and the Internet

The development of the Internet has been called the most profound change in the way that we communicate since the invention of the printing press. The Internet is now one of the most utilized means of research and development. Unfortunately, with this technology also comes risk to our children. Youths are now able to access material with the click of a mouse, some of this material being of questionable content. People and peers can also access children through chat-rooms and other forms of Internet communication. While the Internet can be a valuable resource, we must know how to protect children from the dangers of this tool as well.

Steps to Take to Protect Your Children at Home …
· Put computers with Internet access in a central area, not in a child’s bedroom or other secluded area

· Caution children not to give out personal information to anyone or on any web page or profile (such as their name, address, phone numbers, age, race, family income, school name or location, or friends’ names, or family member’s names) or to use a credit card online without your permission.

· Warn children to be wary of strangers on the Internet, just as you would tell them to be wary of strangers anywhere

· Do not permit unsupervised face-to-face meetings with people met on the internet

· Get to know online friends of your children

· Tell children never to respond to messages that make them feel uncomfortable – they should ignore the sender, end the communication, and tell you or another trusted adult immediately

· Teach children to become good “netizins” and follow “netiquette”

· Become knowledgeable about tools in the digital toolbox (see other side of this sheet)

Cyber Bullying…
· Cyber bullying is where a peer, coworker, or acquaintance “cyber-harasses” another person. One of the reasons cyber bullying may be so prevalent is because the bully doesn’t have to face their victim.

· Cyber harassment can occur on instant messaging, texting, comments on social networking sites, and emails. Keep a log and notify the school!

· You can prevent cyber bullying by educating your children about the consequences of cyber harassment, how to respond to cyber harassment, and how to report it to their school. Cyber harassment is illegal! 

Facebook…
· Did you know, you have to be 14 to sign up for Facebook or for MySpace? 

· Facebook has privacy settings for every aspect of a facebook account. Your child can set all of their profiles and information private to different degrees, such as only to friends or only groups their affiliated with. 

· Remember, only friend people you know and don’t share personal information! 

Pictures and “Sexting”…
· Almost everyone that has a Facebook or Myspace account has posted pictures of themselves. 

· A new, popular activity that middle-schoolers and high-schoolers are doing with one another is called “sexting.” Sexting is when a child takes naked or provocative pictures of him or herself and sends them to another person via text message. 

· Educate your child about what pictures are appropriate to take and post online. Also, educate children about how once a picture is either sent through texting or post online, the child has no control over what happens to the picture afterwards, even if they take the picture off their account. If the child sends a picture to a trusted friend, or a boyfriend/girlfriend, there is no guarantee that that person won’t send the picture or show the picture to others. 

· It is sexual harassment for one person to send another person a lewd picture that they did not want to see. Also, if a child takes a picture of themselves in a provocative pose or nude, the picture is considered child pornography because they are under the age of 18, and they will be prosecuted for it.

· If your child is cyber harassed online by a peer, notify the school and keep a log.

Digital Toolbox…

· Parental Controls: For families using Internet Service Providers (ISPs) such as America Online, CompuServe and Prodigy, there are parental controls included in the software. These controls allow parents to monitor e-mail, instant messages, Internet access, online access beyond a closed system and chat-room access beyond those which are monitored.

· Filtering: Programs such as K-9 Web Protection, NetNanny, CyberPatrol, SurfWatch, and CyberSitter can be installed on home computers. These programs have pre-determined “bad-sites” that are blocked when the program is activated and then continues to monitor the content of other sites. Programs such as K-9 Web Protection have a password protection to keep kids from changing the filters. 




· Engines: Many search engines now have specialized engines to fit the needs of specialized communities. Yahoo!, one of the more popular engines, has Yahooligans!, an engine specifically geared towards children. Google has a new feature which allows you to filter your results. 

· Reviewed & Recommended Content: This is a compiled list of sites that are pre-screened to determine content. These sites are examined and given a “seal of approval” by private companies.  One of the more popular is Armour Polly’s, “Net-Mom's Internet Kids & Family Yellow Pages” (2002, Osbourne).
· Closed Systems & Communities: Closed systems and communities are designed to provide consistent information and content.  These can be provided by your ISP (Kids Only on AOL), by brand name sites such as Disney’s Club Penguin and Disney’s Toontown.  Here, parents can be sure that content is screened and interaction is supervised.

More important than any of these tools is you!  Nothing can replace your supervision and involvement.  Be sure your children understand what you consider appropriate for them.  What kinds of sites are they welcome to visit?  What areas are off-limits?  How much time can they spend on the internet, and when?  How much money, if any, can they spend?  Set out clear, reasonable rules and consequences for breaking them.

Resources …

Parents who find criminal activity online should contact one of the following agencies:

· National Center for Missing & Exploited Children: 1-800-THE LOST (843-5678) or online at http://www.missingkids.org/
· United States Customs Office: 1-800-232-5378
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